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Introduction 

M ORAL QUESTION S INVAD E th e la w a t ever y turn . T o 
maintain a  rigid separatio n betwee n moralit y an d th e la w — 
even in pursuit of analytical clarity — is , at best, an improbabl e 

enterprise. Th e lega l positivist' s ques t fo r a  value-free accoun t o f la w i s 
countered by the naturalist more plausible claim that this account neglect s 
the ver y essenc e o f la w — it s moralit y —  tha t 'th e ac t o f positin g la w 
. .  . can and should be guided by "moral" principles and rules ; that thos e 
moral norm s ar e a  matte r o f objectiv e reasonableness , no t o f whim , 
convention, o r mere "decision"'. 1 Yet, to compound wha t ha s long been 
a perplexing question , positivist s d o no t den y tha t mora l consideration s 
are withou t trut h o r practica l consequence . A s H  L  A  Hart , lega l 
positivism's most resolut e modern advocate , declares: 

So lon g a s huma n being s ca n gai n sufficien t co-operatio n fro m som e t o 
enable the m t o dominat e others , the y wil l us e th e form s o f la w a s on e o f 
their instruments . Wicke d me n wil l enac t wicke d rule s whic h other s wil l 
enforce. Wha t surel y i s mos t neede d i n orde r t o mak e me n clear-sighte d 
in confrontin g th e officia l abus e o f power, i s that the y should preserv e th e 
sense tha t th e certificatio n o f somethin g a s legall y vali d i s no t conclusiv e 
of th e questio n o f obedience , an d that , howeve r grea t th e aur a o f majest y 
or authorit y whic h th e officia l syste m ma y have , it s demand s mus t i n th e 
end b e submitted t o a  moral scrutiny. 2 
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This concessio n t o a  normative appraisa l o f legal rules cannot , however , 
extinguish th e apprehensio n tha t a  narrow positivis m ma y engender , o r 
at leas t support , unjus t laws . Idea l fidelit y t o law , a s Lo n Fulle r ha s 
shown, mus t mea n more than allegianc e to naked power. 3 

The content s o f this book reflec t som e of my imprudent distraction s 
over th e las t tw o decades . With hindsigh t i t i s no t difficul t t o se e ho w 
the essay s migh t b e amende d o r improved . But , sav e fo r th e correctio n 
of error s o r infelicitie s o f style , I  have , fo r thre e mai n reasons , resiste d 
this temptation . First , becaus e thi s come s clos e t o cheating . Th e idea s 
expressed represent , i t i s true , wha t I  embrace d a t th e tim e th e essay s 
were written. But , though I  may have changed m y mind, who i s to say I 
was not less wrong the first  time? 

Secondly, som e of the essays generated response s from other s which , 
were my original argument s t o be retrospectively modified , coul d rende r 
them a  shade incongruous . Thi s would, i n particular , distor t th e debat e 
embodied i n Chapte r 2 . Sout h Afric a ha s undergon e a  profoun d 
transformation, ye t the moral dilemma of judges in wicked legal systems, 
described there and in Chapter 3 , abides. 

Thirdly, there is an important sense in which one' s writing represent s 
the peculia r tim e a t which i t i s born. Thi s i s especially so i n th e cas e of 
the continuing debate surrounding the meaning and scope of the concep t 
of 'privacy' . T o tinke r no w with wha t I  said the n may , I  hope i t i s no t 
too presumptuou s t o suggest , degrad e th e fabri c o f th e perio d and , 
hence, impai r somethin g o f th e proces s b y whic h event s shap e ideas . 
Indeed, t o choos e t o reflec t upo n th e capriciou s concep t o f privacy an d 
the volatile societies of South Africa an d Hong Kong constitutes a  reckless 
flight fro m predictability , an d a n invitatio n t o obsolescence . I  ca n onl y 
trust tha t wha t I  hav e sai d i n thos e chapters , whil e i t spring s i n par t 
from th e moment , transcend s it s immediate sourc e an d contain s a  little 
that may still offer somethin g of value. 

I hav e attempte d t o remov e th e occasiona l repetitio n an d overlap , 
though thi s ha s prove d harde r tha n expected . Th e flo w o f a n essa y i s 
easily disrupte d b y eliminatin g passage s that , thoug h the y ma y appea r 
elsewhere i n simila r (o r eve n identica l form) , ough t t o b e allowed  t o 
survive i n thei r origina l habitat . Th e alternativ e o f cross-referrin g t o 
other chapters is annoying and unwieldy. So these sections were reprieved 
from mutilation . They are, mercifully, few . 
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Moral dilemma s 

Though the y consider a number o f problems, the essays in this collection 
contain, I  hope, something approaching a  coherent argument , o r at least 
a related set of ideas. The focus i n Part One i s on certain mora l and legal 
issues tha t bese t th e judicia l process , th e source s o f legitimacy , an d th e 
protection o f rights. I  concentrate in Par t Two o n the thorny concep t o f 
privacy an d it s preservation . Th e mora l foundation s ma y here see m les s 
discernible (and , i n m y approach , les s conspicuous) , bu t ther e ca n b e 
little doub t tha t 'respec t fo r privac y mark s ou t somethin g morall y 
significant abou t wha t i t i s to b e a person an d abou t what i t i s to have a 
close relationship with another'. 4 I  return t o this point briefl y below . 

In attempting to comprehend th e central role of those who occupy a 
key position i n giving voice to the law — th e judiciary — I  have, in Par t 
One, sough t t o show that th e mora l o r ethical quandaries tha t bese t thi s 
official dut y (especiall y i n societie s where injustic e an d insecurit y afflic t 
the lega l system ) ar e neithe r avoidabl e no r intractable . Hon g Kon g an d 
apartheid South Africa are examples of jurisdictions which, though plainl y 
different, presen t unsettlin g challenges t o judges who mus t interpre t th e 
law. 

In Hon g Kong , th e exercis e o f this obligation is , I  argue i n Chapte r 
1, fundamental t o the maintenance of the common law and its libertarian 
values. Earl y promis e wa s signalle d b y Hon g Kong' s Cour t o f Fina l 
Appeal's robustl y libertaria n decisio n i n Ng  Ka  Ling  v  Director  of 
Immigration* wher e the learned Chie f Justice unequivocall y rejected th e 
decision o f the Court o f Appeal in HKSAR v  Ma Wai  Kwan David 6 an d 
asserted tha t th e exercis e o f th e court' s jurisdictio n t o declar e law s 
inconsistent with the Basic Law of the Hong Kong Special Administrative 
Region (HKSAR ) t o b e invalid , wa s a  matte r no t o f discretion , bu t o f 
duty. I t was , th e cour t held , a  constitutiona l chec k o n th e executive , 
legislature, and eve n the National People' s Congress . In interpretin g th e 
Basic Law, the court s were to adop t a  purposive approac h tha t reflecte d 
the spiri t o f the principl e of'on e country , tw o systems' . And, i n respec t 
of 'th e constitutiona l guarantee s fo r [sic ] th e freedom s tha t li e a t th e 
heart of Hong Kong' s separate system' : 

The court s shoul d giv e a  generou s interpretatio n t o th e provision s o f 
Chapter II I [containin g th e fundamenta l right s an d dutie s o f residents ] 
. . . i n orde r t o giv e t o Hon g Kon g resident s th e ful l measur e o f 
fundamental right s an d freedom s s o constitutionally guaranteed. 7 
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And thi s approach yielded th e court's libera l construction o f the right o f 
abode a s formulate d i n Articl e 2 4 o f th e Basi c La w (B L 24) , an d th e 
Government's subsequen t referra l o f th e questio n t o th e Standin g 
Committee o f the National People' s Congress under Article 15 8 with it s 
inevitable unfortunate result . 

When th e cour t was next seised of the matter , however , on e discern s 
little evidenc e o f it s earlie r fidelit y t o individua l rights . Th e majorit y 
accepted th e fac t tha t th e Standin g Committee' s powe r t o mak e a n 
Interpretation unde r BL158(1) was, in this case, unfettered.8 Nevertheless , 
in hi s dissentin g judgment , Bokhar y P J valiantl y attempt s t o impor t 
into th e evaluatio n o f th e Director' s decisio n t o remov e th e applicant s 
from Hon g Kong , 'underlyin g principles ' o f fairnes s tha t inhabi t th e 
common law. 9 I t i s these principles tha t provid e th e small , bu t essential , 
shaft o f light tha t on e would hav e expected ou r highes t cour t t o deploy . 
The surrende r t o constitutiona l realit y migh t a t leas t hav e followe d a 
more vigorous struggle . 

The courts, it is trite to observe, man the ramparts of our liberty. Judges 
have the power and th e responsibility to safeguard individua l rights . The 
Basic Law promises the survival of the common law, albeit in a potentially 
inhospitable setting . Ye t judges mus t resis t th e constitutiona l vic e tha t 
threatens t o squeeze these values from th e system. This i s a difficult, bu t 
by no means an intractable challenge; the Court of Appeal in the flag case, 
and several other judges, have demonstrated it s viability. But it requires a 
more comprehensive, coherent theory of judicial interpretation to safeguard 
the scheme of rights that our new dispensation vouchsafes. 10 

Is it no t becaus e we believ e that ou r lega l system i s infused wit h th e 
values o f fairness , equalit y an d justic e tha t w e see k t o preserv e it ? Th e 
virtues o f th e commo n la w shoul d no t b e exaggerated , bu t fe w wil l 
dispute tha t it s perpetuatio n i s a  sin e qu a no n o f ou r liberty . Thi s i s 
largely becaus e a  legal syste m i s essentially a  kind o f mora l syste m —  a 
view, which wil l be familiar t o reader s o f Ronald Dworkin , tha t rest s o n 
the propositio n tha t th e concep t o f la w i s no t exhauste d b y rules ; i t 
contains also 'non-rule standards ' such as principles and policies.11 When 
faced wit h a  hard case , a  judge mus t dra w o n thes e mora l an d politica l 
standards i n orde r t o reac h a  decision . H e i s engage d i n a  proces s o f 
'constructive interpretation' 12 b y whic h h e seek s t o provid e th e bes t 
possible interpretatio n o f wha t th e la w is . Thi s wil l includ e hi s ow n 
conception o f the 'grea t networ k o f political structure s an d decision s o f 
his community'. 13 H e mus t enquir e 'whethe r i t coul d for m par t o f a 
coherent theory justifying th e network as a whole'.14 
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There is , especially i n th e earl y years o f the HKSAR , a  critical nee d 
for the court s to formulate thi s kind of approach t o our system of rights. 
A decisio n shoul d no t tur n o n th e judge' s ow n intuitio n o r discretion , 
for thi s would rende r ou r right s fragil e thing s t o b e sacrificed b y court s 
on th e alta r o f communit y interest s o r othe r conception s o f good . An d 
there ar e alread y disturbin g sign s o f thi s approac h emergin g i n Hon g 
Kong. If individual right s are to be accorded the protection the y deserve, 
they mus t b e regarde d a s par t o f th e la w itself . A  judge mus t thin k o f 
himself no t a s giving voice to hi s personal mora l o r politica l conviction s 
(or eve n thos e tha t h e think s th e legislatur e o r th e majorit y o f th e 
electorate woul d approve) , bu t 'a s a n autho r i n th e chai n o f commo n 
law'.15 This vision of what Dworkin call s 'law as integrity' tha t 

accepts la w an d lega l right s wholeheartedl y . . . I t suppose s tha t law' s 
constraints benefi t societ y not just b y providing predictability o r procedura l 
fairness, o r i n som e othe r instrumenta l way , bu t b y securin g a  kin d o f 
equality amon g citizen s tha t make s thei r communit y mor e genuin e an d 
improves it s mora l justification fo r exercisin g the politica l powe r i t does. 16 

It constitute s a n amalga m o f values tha t for m th e essential s o f a  libera l 
society an d th e rul e o f law . It s significanc e fo r th e maintenanc e o f th e 
common law in Hong Kong is therefore plain . The judge must 'construc t 
a schem e o f abstrac t an d concret e principle s tha t provide s a  coheren t 
justification fo r al l common la w precedents and , s o far a s these are to b e 
justified o n principle , constitutiona l an d statutor y provision s a s well'.17 

Where th e lega l material s allo w fo r mor e tha n on e consisten t 
reconstruction, h e wil l decid e o n th e theor y o f la w an d justic e whic h 
best cohere s wit h th e 'institutiona l history ' o f hi s community . Mos t 
importantly, his interpretation shoul d be 'constructive' — on e that depicts 
our syste m i n th e bes t possible light . H e mus t choos e the version o f th e 
law that bes t justifies th e legal material : the 'soundes t theor y o f the law' . 
This judgmen t wil l inevitabl y b e on e tha t justifie s an d explain s ou r 
community, a n essentially moral  account o f the law. 

Although th e institutiona l histor y o f Hon g Kon g doe s no t revea l a 
record o f democracy , an d individua l right s hav e onl y recentl y bee n 
expressed i n th e emphati c for m o f written declarations , ou r court s hav e 
long cleave d t o th e commo n law' s traditio n o f protectin g rights. 18 I n 
these uncertain times , however, judges need to construct a  more resilien t 
fortress t o protect individua l rights . A moral reading of the law, includin g 
the Basic Law, provides a cogent means by which to attain thi s goal. 
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Significantly greate r obstacle s impede d judge s unde r apartheid . I n 
1983 m y inaugura l lectur e a s Professor o f Publi c La w a t th e Universit y 
of Natal , I  argue d tha t i f a  judge i s 't o squar e hi s conscienc e wit h hi s 
calling', h e ha d n o choic e bu t t o resign . Th e lectur e generate d wha t 
Professor Joh n Dugard , i n hi s reply , call s ' a grea t sti r i n lega l circles' . 
The so-calle d Wacks-Dugard debate , reproduce d i n Chapte r 2 , explore s 
the natur e o f th e judicia l function , an d turn s o n th e competin g 
conceptions o f judicia l moralit y an d dissen t i n th e fac e o f monstrou s 
wrongs.19 

Nothing I  said was intended t o disparage individual member s o f the 
judiciary, som e o f who m manifeste d bot h courag e an d ingenuit y i n 
seeking t o uphol d justic e an d t o respec t right s whil e th e executiv e wa s 
bent o n thei r annihilation . Indeed , th e proceeding s o f th e Trut h an d 
Reconciliation Commission , establishe d afte r th e deat h o f the aparthei d 
order, reveale d som e o f th e strain s t o whic h thi s smal l minorit y wa s 
subjected.20 A t leas t on e judge was driven t o resignation , announcin g i n 
1987 tha t hi s withdrawa l wa s 'a n exclusivel y persona l matte r o f 
conscience'.21 Eve n in the post-apartheid dispensatio n thi s quandary has 
not faded. 22 No r i s ther e an y reaso n wh y i t should . Th e ac t o f judgin g 
creates inescapable moral burdens , especially, of course, in those societies 
whose la w mock s th e ver y justice judges ar e appointe d t o preserv e an d 
defend. 

The questio n o f the mora l accountabilit y o f judges, which I  pursu e 
further i n Chapte r 3 , frequentl y appear s t o sli p throug h th e crack s o f 
legal an d politica l theory , partly , I  suspect , becaus e i t touche s th e ra w 
nerve of judicial independence. Yet this need not be so. Moral obligatio n 
transcends politica l responsibility. 23 The separatio n o f powers tha t i s the 
cornerstone o f judicia l autonom y i s not , I  think , threatene d b y a 
recognition tha t judges , lik e othe r publi c officials , ma y b e expecte d t o 
answer fo r th e exercis e o f thei r terribl e power . Whethe r thi s implie s o r 
requires tha t the y b e calle d t o accoun t b y truth commission s o r simila r 
bodies i s always likely to b e controversial . M y effort s i n thi s chapte r ar e 
confined t o wha t ma y b e calle d th e first-order  questio n o f moral , a s 
opposed t o institutional, responsibility . 

In Chapte r 4  I  attemp t t o explain , o r a t leas t t o understand , ho w 
Hong Kong' s colonial , capitalis t syste m a t midnigh t o n 3 0 Jun e 199 7 
transmogrified int o a Special Administrative Region o f the world's largest 
socialist state . Investigatin g th e lega l sourc e o f th e Basi c Law' s promis e 
of continuity , I  dra w o n th e theorie s o f H  L  A  Har t and , mor e 
particularly, Han s Kelsen , whos e ide a o f a  Grundnorm  ha s afforde d a 
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useful too l b y whic h t o accoun t fo r revolutionar y change s t o th e lega l 
order. Th e Sino-Britis h Join t Declaratio n an d th e Basi c Law purport t o 
supply th e continuity , duration , an d identit y throug h tim e tha t hav e 
proved so elusive in revolutionary situations. The uniqu e feature s o f this 
transition, however , plac e thes e theorie s unde r majo r strain . I n fact , I 
conclude tha t th e ver y positivis t enterpris e o f arrivin g a t neutra l o r 
formal justification s o f authorit y i s suspect , an d I  propos e instea d tha t 
answers b e sough t i n socia l an d normativ e explanation s o f legitimacy . 
By severing law from morals , Kelsen's influential accoun t of legal validity 
impedes an understanding of social reality. 24 

When I  wrot e thi s essa y i n 199 3 th e issu e o f continuity , thoug h 
important, wa s largel y o f academi c interest . Bu t i t wa s no t lon g befor e 
the courts were asked to rule on it . In HKSAR v  Ma Wai  Kwan, David 15 

the Court o f Appeal rejected th e respondents' argument tha t the Standing 
Committee o f th e Nationa l People' s Congres s lacke d th e authorit y t o 
establish a  provisiona l legislatur e fo r Hon g Kong . HKSA R judges , th e 
court held , ha d n o jurisdictio n t o questio n act s o f th e NP C o r it s 
subordinate organs . I n th e sam e wa y a s th e colonia l court s allegedl y 
could no t questio n act s of the sovereign, th e court s o f the HKSA R were 
unable t o quer y thos e o f th e Chines e authorities . Th e metamorphosi s 
from colon y t o SA R i s accounted for , no t b y an y theory o f sovereignt y 
or it s transfer , bu t largel y by the terms o f the Joint Declaratio n an d th e 
Basic Law.26 

In Chapte r 5  I  conside r th e questio n o f mora l dutie s t o th e mos t 
abused member s o f ou r society.  Virtu e woul d b e a  hollo w thin g i f 
kindness were to extend only to ou r own species , for, a s J L  Mackie put s 
it: 

A human e dispositio n i s a  vita l par t o f th e cor e o f moralit y .  . .  Suc h a 
disposition, i f i t exists , naturally manifest s itsel f i n hostilit y t o an d disgus t 
at cruelt y an d i n sympath y wit h pai n an d sufferin g whereve r the y occur . 
If we ar e a  peopl e o f th e sor t tha t w e nee d t o be , an d .  . .  we wan t t o be , 
we cannot b e callous and indifferent , le t alone actively cruel, either toward s 
permanently defectiv e huma n being s o r towards non-huma n animals. 27 

There i s little evidence that, though th e practice of using live animals fo r 
scientific researc h has generated greater attention an d concern, the mora l 
status o f animals has improved. Fro m some jurisdictions, however , ther e 
springs th e occasiona l scintill a o f hope . Th e recentl y enacte d Anima l 
Welfare Ac t i n Ne w Zealan d Ac t contain s som e majo r initiative s tha t 
have, unti l now , no t receive d statutor y recognition , suc h a s th e us e o f 
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codes o f welfare an d th e philosoph y o f th e 'fiv e freedoms' : prope r an d 
sufficient foo d an d water , adequat e shelter , th e opportunit y t o displa y 
normal pattern s o f behaviour , physica l handlin g i n a  manne r tha t 
minimizes the likelihood o f unreasonable or unnecessary pain o r distress, 
and protectio n from , an d rapi d diagnosi s of , an y significan t injur y an d 
disease. Th e legislatio n contain s als o a  significantly widene d definitio n 
of an 'animal ' t o include mos t creatures capabl e of feeling pain , whethe r 
domesticated o r wild. Provisions relating to the use of animals in research , 
testing an d teachin g ar e mor e comprehensiv e an d detaile d tha n i n th e 
previous legislation , alon g with greate r accountabilit y when undertakin g 
animal experiments . 

In respec t o f the genera l issu e of cruelty , th e la w in mos t countries , 
even whe n protectiv e o f animals , i s rarel y enforced . An d whe n i t is , 
penalties impose d ar e invariably trifling . As a species, we still seem to b e 
a long way from recognizin g and preventing the cruelty and suffering w e 
inflict o n those we eat, exploit and abuse . 

In Chapte r 6  m y tas k i s to demonstrat e ho w the concep t o f huma n 
rights i s sufficiently hard y to resis t some of the assaults that are launched 
against it . I consider nine such attacks, including the utilitarian, socialist , 
feminist, communitarian , an d relativis t challenges , and attemp t t o sho w 
that, though bruised and battered, th e idea of human right s still breathes. 
The prevalence of ethical and cultura l relativism, I  argue, flies in the fac e 
of internationally accepted minimal standards of behaviour. These norm s 
are an integral feature o f international law and custom. A naturalist logi c 
should operat e t o undermin e bot h th e 'statist ' logi c an d th e associate d 
relativism tha t impai r th e effectiv e protectio n o f thi s so-calle d 
International Bil l of Rights. 

The privat e domai n 

Part Tw o concentrate s o n th e righ t o f privacy, thoug h paradoxicall y — 
and, I  suppose , controversially — I  conclude , i n Chapte r 12 , that ther e 
is a need fo r a  reappraisal o f the right s argumen t i n th e comple x debat e 
about privacy . This i s not onl y a consequence o f the inheren t vaguenes s 
of the concept o f privacy itself, but als o because the 'righ t o f privacy' ha s 
failed to provide adequate support to the private realm when i t is intruded 
upon b y competing rights and interests , especially freedom o f expression. 
I do not den y the normative characte r of privacy. Far from it . I  contend , 
however, that , i n ou r burgeonin g informatio n age , th e vulnerabilit y o f 
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privacy i s intensified . Unles s thi s centra l democrati c valu e i s translate d 
into simple language it becomes less susceptible to effective regulation . 

Moral, cultural , an d economi c assumption s li e a t th e hear t o f an y 
conception o f what i s private. They are rarely uncontentious. Th e scop e 
of th e privat e domai n i s plainl y contingen t o n socia l an d historica l 
circumstances.28 Th e constructio n o f privac y norm s rest s als o o n ou r 
political institution s an d socia l environment . An d privac y ma y serv e a 
variety o f ends , no t al l o f the m virtuous. 29 Bu t whil e a n understandin g 
of thes e backgroun d need s an d value s enhance s ou r perceptio n o f thi s 
kaleidoscopic notion , it s effectiv e protectio n require s mor e precis e 
delineation. M y approac h ma y well be misguided, bu t amon g severa l o f 
my numerous critics there is a tendency to accuse me of having discounted 
or disregarded the social aspects of privacy. To thi s charge of reductionism 
I plead not guilty . But before certai n judges, i t is too late; I already stand 
convicted. 

At th e hear t o f th e concer n t o protec t privac y lie s a  conceptio n o f 
the individua l an d hi s o r he r relationshi p wit h society . Indeed , th e ide a 
of private an d publi c domain s assume s a  community i n which no t onl y 
does suc h a  divisio n mak e sense , bu t th e institutiona l an d structura l 
arrangements tha t facilitat e a n organi c representatio n o f thi s kin d ar e 
present.30 This wa s no t s o fo r th e Greek s wh o regarde d a  lif e spen t i n 
the privacy of 'one's own ' (idion),  outside the world o f the common, as , 
by definition, 'idiotic' . Hanna h Arend t capture s thi s representatio n o f a 
private domain : 

In ancien t feelin g th e privativ e trai t o f privacy , indicate d i n th e wor d 
itself, wa s all-important ; i t mean t literall y a  stat e o r bein g deprive d o f 
something, an d eve n o f th e highes t an d mos t huma n o f man' s capacities . 
A ma n wh o live d onl y a  private life , who lik e th e slav e was no t permitte d 
to ente r th e publi c realm , o r like the barbaria n ha d chose n no t t o establis h 
such a  realm, was no t full y human. 31 

The Roman s conceive d o f privac y a s merel y a  temporar y refug e 
from th e activitie s o f the res  publica. I t i s only in th e late Roman perio d 
that i t i s possibl e t o detec t th e first  recognitio n o f privac y a s a  zone o r 
sphere of intimacy. 32 

Contemporary distinction s between public and private domains grew 
out o f a  twi n movemen t i n moder n politica l an d lega l thought . A s I 
suggest i n Chapte r 8 , th e emergenc e o f th e nation-stat e an d theorie s o f 
sovereignty in the sixteenth an d seventeenth centurie s produced th e idea 
of a  distinctl y publi c realm . O n th e othe r hand , a  delineatio n o f a 
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private spher e fre e fro m th e encroachmen t o f th e stat e emerge d a s a 
response t o th e claim s o f monarch s and , subsequently , parliaments , t o 
an unrestraine d powe r t o mak e law . Henc e th e developmen t o f th e 
modern state , th e regulatio n o f socia l an d economi c behaviour , th e 
perception o f a  private zone , an d s o on , ar e natura l prerequisite s t o thi s 
form o f demarcation . An d th e divisio n betwee n a  publi c an d privat e 
sphere is a central tenet of liberalism. 

Morality i s closely related t o privacy (i n it s broadest sense)  in severa l 
respects. An d m y narrowe r conceptio n o f 'informational ' privac y rest s 
firmly o n th e ethicall y permissible lines t o b e drawn betwee n th e publi c 
and privat e domain s o f ou r individua l an d socia l lives. 33 Th e righ t t o 
privacy, though i t is a great deal more, is inescapably a moral issue: 

Because private lif e i s the sphere i n which individual s relat e a s individuals , 
and becaus e maintainin g relationship s betwee n individual s a s individual s 
is more demandin g tha n maintainin g relationship s betwee n individual s a s 
generic rol e player s o r officeholders , w e gran t greate r discretio n i n privat e 
than i n publi c domains . W e fee l les s competen t t o judge righ t an d wron g 
in privat e domains , an d w e se t highe r threshold s befor e scrutin y an d 
intervention ar e deeme d legitimate . Eve n whe n th e threshol d fo r scrutin y 
and interventio n i s transgressed, becaus e a  personal relationshi p i s at issue , 
we stil l recognize th e domain a s private, despit e letting outsiders intervene . 
The privac y norms ar e engaged, and we have a proclivity to aim a t restorin g 
the persona l relationshi p o n a  more fittin g basi s through ou r intervention , 
if that i s possible. 34 

This essentiall y civi c republican vie w of privacy is to b e contrasted wit h 
the rights-base d libera l traditio n tha t regard s privac y a s powerfull y 
associated wit h autonomy. 35 Th e orthodo x lega l analysi s has , no t 
surprisingly, tende d t o adop t th e latte r position , an d i t i s it s negativ e 
consequences tha t I  have found s o troubling. The germ of my disconten t 
is eviden t i n Chapte r 7 . I n thi s essay , publishe d i n th e Law  Quarterly 
Review i n 1980 , an d develope d i n m y monograph , The  Protection  of 
Privacy published i n the same year, I  propose a  less expansive alternativ e 
that identifies , a s th e cor e privac y interest , th e protectio n o f 'persona l 
information'. 

The last twenty years have, of course, generated an enormous literature 
on ever y conceivable dimensio n of'privacy' . I n postulatin g an approac h 
that i s founde d upo n th e protectio n o f 'persona l information' , I  coul d 
not have imagined that , with the spectacular spread of the computer an d 
the adven t o f th e Internet , 'informationa l privacy ' woul d com e t o 
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dominate the debate about the limits of the private domain. The fragilit y 
of personal dat a i s not onl y th e stuf f o f political an d mora l contention , 
it ha s inevitabl y becom e a  majo r preoccupatio n o f privac y advocates , 
legislators and, since the very future o f e-commerce turn s on th e securit y 
and integrity of online transactions, of the corporate world too . 

The la w trundles on , toilin g t o maintai n th e freneti c pac e a t whic h 
the technolog y moves . Chapter s 8  an d 9  provid e sketche s o f ho w 
conventional commo n la w and constitutiona l doctrine , especiall y in th e 
United States , hav e wrestle d wit h th e protea n concep t o f privacy . I 
contend tha t thi s analysi s fail s t o specif y wit h clarit y o r consistenc y th e 
circumstances under which invasions of privacy are actionable. Judgments 
in bot h Englan d an d th e Unite d State s affor d onl y limite d guidanc e a s 
to th e legitimat e expectation s o f individual s concernin g th e protectio n 
of intimate or sensitive information. Th e conceptual disorder that obtain s 
in thi s branch o f the law is, in large part, a  consequence o f the failure t o 
identify, excep t i n th e mos t genera l terms , th e typ e o f information tha t 
warrants protection. Bu t I  am repeating myself. 

Chapter 1 0 identifie s th e interest s tha t ar e frequentl y unde r threa t 
online: privac y an d freedo m o f speech . Th e questio n o f ho w these , 
occasionally colliding , right s migh t b e safeguarde d ha s sinc e becom e 
commonplace. Th e la w i s an especiall y blun t instrumen t i n cyberspace . 
In this essay I query whether a  combination o f 'fair informatio n practice ' 
and privac y enhancing technology (PET ) coul d provide a  solution. Thi s 
approach i s pressed even further i n Chapter 12 . 

Conceiving ther e t o b e a n inescapabl e conflic t betwee n privac y an d 
freedom o f th e press , I  argu e i n Chapte r 11 , is perhap s t o neglec t th e 
fact tha t the two right s are, in important respects , mutually supportive. 36 

This claim require s me to examine both right s and t o conclude tha t thi s 
controversial an d difficul t subjec t i s bes t addresse d b y carefull y drafte d 
legislation,37 thoug h i n Chapte r 12 , a s mentione d above , I  tr y t o 
demonstrate that , i n th e absenc e o f a  statut e (tha t i s normall y to o ho t 
for mos t lawmaker s t o handle ) th e dat a protectio n paradig m provide s a 
workmanlike alternative. 38 

I need to elaborate upon this central point.39 The relationship between 
data protection legislatio n an d the right o f privacy has long inhabited a n 
obscure corne r o f th e privac y jungle . Th e tw o plainl y overlap ; indee d 
the latte r i s normall y invoke d a s th e interes t tha t animate s th e former . 
But, eve n i n ou r burgeonin g informatio n society , 'privacy ' i s no t 
necessarily violated by what we once called 'data banks' . 

To som e extent , o f course , dat a protectio n (fashioned  t o regulat e 
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some o f th e problem s generate d b y th e collection , use , storag e an d 
transfer o f persona l data ) ca n an d doe s protec t individuals ' 'privacy' . 
When thi s clai m i s mad e i t normall y means , I  think , no t tha t dat a 
protection law s can or should resolv e the wider questions that , especiall y 
in th e Unite d States , ar e accommodate d unde r th e eve r expandin g 
umbrella of'privacy ' (abortion , contraception , homosexuality , etc.) , bu t 
whether persona l informatio n obtaine d b y intrusiv e conduc t o r 
gratuitously disclosed by the media lie outside the scope of such legislation. 

This i s no t a  matte r o f mer e speculativ e interest ; th e applicatio n o f 
data protectio n norm s t o matter s tha t ar e considere d b y man y t o li e 
beyond it s orbit i s now a reality. The collectio n an d us e of personal dat a 
by th e medi a i s th e mos t conspicuou s exampl e o f thi s development , 
though th e Europea n Directiv e o n Dat a Protectio n explicitl y exempt s 
the press from it s purview.40 

The exten t t o whic h 'fai r informatio n practice ' migh t b e applie d t o 
the collectio n o f data b y the medi a ha s recentl y bee n considere d b y th e 
Hong Kon g Cour t o f Appeal. I t follow s th e first  judicia l revie w o f th e 
Privacy Commissione r fo r Persona l Data 41 unde r th e Persona l Dat a 
(Privacy) Ordinance. 42 Th e Commissione r survived  th e challenge . Bu t 
that decisio n wa s reverse d b y th e Cour t o f Appeal.43 Th e defendant , a 
popular Chines e magazine , publishe d a  photograph o f a  young woma n 
to illustrat e a n articl e o n fashion . He r image , take n wit h a  long-rang e 
lens a s she stood a t a  busy intersection , wa s use d a s an exampl e o f poo r 
dress sense. She consented neither to the photograph no r to its subsequent 
uncharitable publication . He r successfu l complain t t o th e Privac y 
Commissioner was based on a breach of the first data protection principl e 
(DPP1) i n Schedule 1  of the Personal Data (Privacy ) Ordinance requiring , 
inter alia , tha t persona l dat a b e collecte d b y mean s tha t ar e 'fai r i n th e 
circumstances o f the case'. 

The cour t rejecte d th e magazine' s argumen t that , sinc e i t wanted t o 
capture th e complainant' s pictur e i n a  'natural pose' , it s non-consensua l 
long-range photograp h wa s justified . An d h e gav e shor t shrif t t o it s 
claim that , sinc e th e Commissione r ha d accepte d tha t i t woul d hav e 
been impractica l t o obtai n th e complainant' s prio r consen t t o a  candi d 
photograph, suc h a  picture coul d b e taken without he r knowledge.  This, 
the judg e held , wa s a n erroneou s constructio n o f th e Commissioner' s 
decision, fo r h e ha d no t foun d th e takin g o f th e photograp h t o hav e 
been unfai r solel y o n thi s ground : 'Wha t rendere d th e takin g o f th e 
photograph unfai r was the fact that it was taken without the complainant' s 
knowledge o r consen t "at  a time  when  (a)  the photographer did not  have 
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reasonable grounds for thinking  that  he would be  able to obtain her  consent 
to its publication, and  (b)  the magazine did not  have a policy of  publishing 
someone's photograph (obtained  without the  person s knowledge or consent) 
in such a way that the  person cannot be identified. " '44 

The Cour t o f Appeal (b y a  majority) hel d tha t th e fact s fel l outsid e 
of th e ambi t o f th e legislation . Neithe r DPP 1 no r an y o f th e dat a 
protection principle s wer e 'engaged' . Th e Privac y Commissione r ha d 
therefore bee n wron g t o rul e agains t th e magazine . Th e judgmen t rest s 
on fou r mai n grounds . First , tha t th e ac t o f photographing th e plaintif f 
did not constitut e an act of data collection. This was because 

[T]he essenc e o f th e require d ac t o f persona l dat a collectio n [is ] tha t th e 
data use r mus t thereb y b e compilin g informatio n abou t an  identified 
person o r abou t a  person who m th e dat a use r intend s o r seek s t o identify . 
The dat a collecte d mus t b e a n ite m o f persona l informatio n attachin g t o 
the identifie d subjec t .  .  . Thi s i s missin g i n th e presen t case . Wha t i s 
crucial her e i s th e complainant' s anonymit y an d th e irrelevanc e o f he r 
identity s o fa r a s th e photographer , th e reporte r an d Eastwee k wer e 
concerned. Indeed , the y remaine d completel y indifferen t t o an d ignoran t 
of he r identit y righ t u p t o an d afte r publicatio n o f th e offendin g issu e o f 
the magazine . Sh e woul d hav e remaine d anonymou s t o Eastwee k i f sh e 
had no t lodge d a  complaint an d mad e he r identit y known . I n m y view, t o 
take he r photograp h i n suc h circumstance s di d no t constitut e a n ac t o f 
personal dat a collectio n relatin g t o th e complainant. 45 

Secondly, t o appl y DPP 1 t o th e fact s o f th e cas e woul d undul y 
inhibit press freedom sinc e a newspaper may wish to publish photograph s 
of unidentifie d person s t o illustrat e som e socia l phenomeno n suc h a s 
teenagers smoking . 

Thirdly, othe r provision s o f the ordinance (suc h a s access rights an d 
the us e limitatio n requiremen t i n DPP3 ) poin t t o th e necessit y fo r a 
data subjec t whos e identity i s known o r sought t o be known b y the dat a 
user a s a n importan t ite m o f information . I n othe r words , th e righ t o f 
access, fo r example , make s sens e onl y i f th e dat a use r hold s th e dat a 
collected i n relatio n t o eac h identified  dat a subject . Thi s wa s o f cours e 
not the case here. 

Fourthly, th e ordinance protects only personal data; i t is not intende d 
to creat e a  general righ t o f privacy against al l forms o f intrusion int o th e 
private domain . Th e cour t stresse d tha t i t wa s no t decidin g tha t tha t 
taking someone' s photograp h coul d neve r b e a n ac t o f persona l dat a 
collection. I t depended o n the circumstances : 
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Thus, i f someone' s photograp h i s take n wit h a  vie w t o it s inclusio n a s 
part o f a  dossie r bein g compile d abou t hi m a s a n identifie d subject , th e 
act o f photograph y woul d clearl y b e a n ac t o f persona l dat a collection . 
For example , th e portfolio o f photographs o f particular actors , entertainer s 
or fashio n model s maintaine d b y a  theatrica l impresari o o r fashio n 
modelling agency would clearl y constitute persona l data collected in relatio n 
to th e individual s i n question . Similarly , la w enforcemen t agencie s ar e 
likely t o hav e database s includin g photograph s o f wante d person s whos e 
identities ma y o r ma y no t b e known . I f unknown , thei r identitie s woul d 
be considere d importan t an d sought-afte r item s o f information . Suc h 
photographs clearl y woul d constitut e par t o f th e persona l dat a collecte d 
in relatio n t o suc h wanted persons. 46 

Moreover, non e of the three judges doubted eithe r that a  photograph 
could constitut e 'persona l data ' (a n issue upon which th e tria l judge ha d 
expressed uncertainty ) o r tha t th e press or other media organizations fel l 
beyond th e scope of the ordinance. 'O n th e contrary, i t is clear that the y 
are caugh t b y it s provision s i f and t o th e exten t tha t the y engag e i n th e 
collection o f personal data.' 47 

What wa s th e complainant' s grievance ? Sh e wa s i n a  publi c plac e 
when he r photograph wa s taken without he r knowledge o r consent . I t is 
doubtful tha t th e 'privacy ' law s o f an y jurisdiction woul d regar d he r a s 
having, o n thes e facts , a  reasonabl e expectatio n o f privacy . Eve n th e 
American commo n la w tor t o f 'intrusion ' woul d b e o f littl e hel p — 
unless perhap s sh e exhibite d b y he r conduc t a  desir e t o preserv e he r 
privacy and tha t thi s is reasonable in the circumstances. 48 

Ironically, therefore , DPP 1 (whic h requires the collection o f personal 
data t o b e 'fair' ) may , i n appropriat e circumstances , provid e greate r 
protection t o 'privacy ' tha n th e America n tor t tha t exist s fo r thi s ver y 
purpose. Bu t th e matte r i s no t s o simple . First , a s alread y mentioned , 
the cour t rejecte d th e vie w tha t thi s wa s collectio n o f persona l dat a a t 
all.49 Secondly, th e relationship betwee n what ma y be called (eve n in th e 
present context ) 'intrusion ' an d 'disclosure ' is problematic. 

The secon d issu e ha s lon g bedeville d th e literatur e o f 'privacy' ; it s 
analysis is , however , neglecte d i n th e dat a protectio n setting . I n short , 
there i s normally littl e poin t i n takin g m y photograph unles s i t i s to b e 
used fo r som e purpose . M y objectio n t o bein g photographed , whethe r 
in a  publi c o r privat e place , usuall y reside s i n th e frustratio n o f m y 
legitimate expectatio n tha t m y imag e shoul d no t b e used  without m y 
consent.50 Ther e i s therefor e a  symbioti c relationshi p betwee n us e an d 
disclosure or , t o us e the language o f data protection, collectio n an d use . 
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The Cour t o f Appeal proceed s o n th e (common ) assumptio n tha t th e 
two are, in effec t inseparable . But caution i s required. 

A similar presumptio n i s to be found i n commo n la w 'privacy ' case s 
and literature where there is a tendency to conflate th e intrusion  practised 
by th e pryin g journalis t o r photographe r wit h th e publication  o f th e 
information thereb y acquired. The two activities should, as far as possible, 
be addressed separately. 51 

Does this approach have any purchase in respect of the data protection 
principles regulatin g collectio n an d us e o f persona l data ? Eac h is , o f 
course, targete d a t a  rathe r differen t mischie f tha n th e privac y 
considerations deploye d i n the cases mentioned i n the note above . Thu s 
'use' fo r example , include s no t merel y 'disclosure ' o f information , bu t 
any use of it . Moreover , an d perhaps more significantly , i t embodie s th e 
principle tha t dat a collected fo r on e purpose shoul d b e used fo r anothe r 
purpose onl y wit h th e prescribe d consen t o f th e dat a subject . I  hav e 
argued tha t thi s is a core 'privacy' right , bu t thi s view may not b e widely 
shared. I n an y event , th e referenc e i n DPP 3 t o 'th e purpos e fo r whic h 
the dat a wer e t o b e use d a t th e tim e o f th e collectio n o f th e data ' 
demonstrates a  simila r interconnectednes s betwee n thi s principl e an d 
DPP1. Nevertheless , the argument in support o f treating the wrongfulnes s 
of eac h for m o f conduc t discretel y remains . Thi s mean s tha t th e ac t o f 
data collectio n shoul d b e evaluate d independentl y o f th e us e t o whic h 
the data are put. I n addition , though th e complainant's objectio n wa s to 
the us e rathe r tha n th e collectio n o f the data, 52 where a  data protectio n 
regime is applied to the media, i t may be necessary to trea t the notion o f 
collection i n a  less restrictive manner. 53 

It i s har d t o disput e th e reasonin g o f Ribeir o J A tha t le d hi m t o 
conclude tha t i f no complaint had been made to the Commissioner and , 
a yea r later , Eastweek  had bee n requeste d t o provid e an y informatio n 
that i t ha d relatin g t o th e complainant , th e magazin e woul d hav e 
responded tha t i t had n o record s relatin g t o suc h a n individual , eve n i f 
the offending photograp h an d articl e remained availabl e in it s electroni c 
and prin t archives . The informatio n 'woul d no t hav e bee n collecte d i n 
or intended t o be retrievable from suc h archives as personal dat a relatin g 
to the complainant'. 54 

But ther e ma y wel l b e circumstance s i n whic h a  dat a subjec t ma y 
seek acces s t o dat a tha t identif y hi m onl y b y hi s image . Suppose , fo r 
example, tha t m y activitie s i n publi c are , a s increasingl y i s th e case , 
monitored b y means o f a closed circui t televisio n camera . I  fear tha t th e 
video recording may have captured m e in a n embarrassing situation an d 
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I wish t o obtai n a  copy o f thi s piece o f personal data . Leavin g aside th e 
nice question o f how access might operat e in practice, the mere fact tha t 
I am identifie d o n th e tape is not conclusive of the question whether th e 
law doe s protec t tha t righ t thoug h presumabl y i t coul d b e argue d tha t 
the collecto r o f thes e dat a ma y inten d t o establis h th e identit y o f thos e 
surreptitiously recorded . 

Similarly, i f I  know tha t m y photograph ha s been taken , eve n i f my 
name i s no t reveale d i n th e accompanyin g articl e (a s occurre d i n thi s 
case) th e offendin g newspaper , thoug h i t has n o interes t i n m y identity , 
ought t o b e abl e t o retriev e th e pictur e whe n I  infor m the m whe n an d 
where i t was shot. Anonymity o f the dat a subjec t nee d no t b e the deat h 
knell o f fair collection . Those who manag e web sites increasingly collect 
the e-mail addresse s of those who visit their sites . The identity of visitors 
is of almost n o relevance to the data user . 

I believe that th e data protection principle s provide a sound basi s fo r 
the protectio n o f individua l privacy . Placin g contro l o f persona l 
information a t th e hear t o f ou r deliberation s abou t privac y achieve s 
what th e orthodox analysi s has conspicuously failed t o do: it postulates a 
presumptive entitlemen t accorde d t o al l individual s tha t thei r persona l 
data ma y b e collecte d onl y lawfull y o r fairl y an d tha t onc e obtained , 
may not be used, in the absence of the individual's consent , for a  purpose 
other than tha t fo r which i t was originally given. This approach i s not o f 
course a  panacea . Th e challeng e o f strikin g a  balanc e betwee n privac y 
and competin g interest s remains , but we need t o rethink th e conceptua l 
foundations o f privacy if we are to check its inexorable demise. 

Some o f th e materia l mentione d i n Chapte r 1 2 was almos t ou t o f 
date a s the words wer e bein g processed . Th e spee d a t which ou r digita l 
world change s ha s le d m e t o delet e th e note s I  adde d i n a  (futile ) 
attempt t o refer readers to the unfolding events . But lates t developments ' 
in thi s field  ar e a  ceaseles s occurrence . Anythin g I  sa y no w wil l b e 
overtaken b y incident s tomorrow . Th e bes t I  ca n d o i s t o recommen d 
regular monitorin g o f som e o f th e We b site s mentione d i n th e not e 
attached t o this sentence.55 

While w e canno t avoi d encounterin g mora l question s daily , th e 
existence, o r eve n th e recognition , o f ethica l value s b y which t o live , i s 
far from uncontroversial . Bein g or doing good is not always synonymous 
with obeyin g th e law . Bu t ther e ca n b e littl e doub t tha t th e law , it s 
concepts and it s institutions, ar e frequently animate d b y moral norms. I t 
would b e od d i f i t wer e otherwise . Som e o f the m ar e touche d o n th e 
pages that follow . 
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the complainant' s teasin g colleagues were able to identif y he r from th e pictur e 
in th e magazine , doe s no t mak e th e ac t o f takin g th e photograp h a n ac t o f 
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