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Introduction

ORAL QUESTIONS INVADE the law at every turn. To

maintain a rigid separation between morality and the law —

even in pursuit of analytical clarity — is, at best, an improbable
enterprise. The legal positivist’s quest for a value-free account of law is
countered by the naturalist more plausible claim that this account neglects
the very essence of law — its morality — that ‘the act of positing law
. .. can and should be guided by “moral” principles and rules; that those
moral norms are a matter of objective reasonableness, not of whim,
convention, or mere “decision”’.! Yet, to compound what has long been
a perplexing question, positivists do not deny that moral considerations
are without truth or practical consequence. As H L A Hart, legal
positivism’s most resolute modern advocate, declares:

So long as human beings can gain sufficient co-operation from some to
enable them to dominate others, they will use the forms of law as one of
their instruments. Wicked men will enact wicked rules which others will
enforce. What surely is most needed in order to make men clear-sighted
in confronting the official abuse of power, is that they should preserve the
sense that the certification of something as legally valid is not conclusive
of the question of obedience, and that, however great the aura of majesty
or authority which the official system may have, its demands must in the
end be submitted to a moral scrutiny.”
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This concession to a normative appraisal of legal rules cannot, however,
extinguish the apprehension that a narrow positivism may engender, or
at least support, unjust laws. Ideal fidelity to law, as Lon Fuller has
shown, must mean more than allegiance to naked power.?

The contents of this book reflect some of my imprudent distractions
over the last two decades. With hindsight it is not difficult to see how
the essays might be amended or improved. But, save for the correction
of errors or infelicities of style, I have, for three main reasons, resisted
this temptation. First, because this comes close to cheating. The ideas
expressed represent, it is true, what I embraced at the time the essays
were written. But, though I may have changed my mind, who is to say I
was not less wrong the first time?

Secondly, some of the essays generated responses from others which,
were my original arguments to be retrospectively modified, could render
them a shade incongruous. This would, in particular, distort the debate
embodied in Chapter 2. South Africa has undergone a profound
transformation, yet the moral dilemma of judges in wicked legal systems,
described there and in Chapter 3, abides.

Thirdly, there is an important sense in which one’s writing represents
the peculiar time at which it is born. This is especially so in the case of
the continuing debate surrounding the meaning and scope of the concept
of ‘privacy’. To tinker now with what I said then may, I hope it is not
too presumptuous to suggest, degrade the fabric of the period and,
hence, impair something of the process by which events shape ideas.
Indeed, to choose to reflect upon the capricious concept of privacy and
the volatile societies of South Africa and Hong Kong constitutes a reckless
flight from predictability, and an invitation to obsolescence. I can only
trust that what I have said in those chapters, while it springs in part
from the moment, transcends its immediate source and contains a little
that may still offer something of value.

I have attempted to remove the occasional repetition and overlap,
though this has proved harder than expected. The flow of an essay is
easily disrupted by eliminating passages that, though they may appear
elsewhere in similar (or even identical form), ought to be allowed to
survive in their original habitat. The alternative of cross-referring to
other chapters is annoying and unwieldy. So these sections were reprieved
from mutilation. They are, mercifully, few.
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Moral dilemmas

Though they consider a number of problems, the essays in this collection
contain, I hope, something approaching a coherent argument, or at least
a related set of ideas. The focus in Part One is on certain moral and legal
issues that beset the judicial process, the sources of legitimacy, and the
protection of rights. I concentrate in Part Two on the thorny concept of
privacy and its preservation. The moral foundations may here seem less
discernible (and, in my approach, less conspicuous), but there can be
little doubt that ‘respect for privacy marks out something morally
significant about what it is to be a person and about what it is to have a
close relationship with another’. I return to this point briefly below.

In attempting to comprehend the central role of those who occupy a
key position in giving voice to the law — the judiciary — I have, in Part
One, sought to show that the moral or ethical quandaries that beset this
official duty (especially in societies where injustice and insecurity afflict
the legal system) are neither avoidable nor intractable. Hong Kong and
apartheid South Africa are examples of jurisdictions which, though plainly
different, present unsettling challenges to judges who must interpret the
law.

In Hong Kong, the exercise of this obligation is, I argue in Chapter
1, fundamental to the maintenance of the common law and its libertarian
values. Early promise was signalled by Hong Kong’s Court of Final
Appeal’s robustly libertarian decision in Ng Ka Ling v Director of
Immigration® where the learned Chief Justice unequivocally rejected the
decision of the Court of Appeal in HKSAR v Ma Wai Kwan David® and
asserted that the exercise of the court’s jurisdiction to declare laws
inconsistent with the Basic Law of the Hong Kong Special Administrative
Region (HKSAR) to be invalid, was a matter not of discretion, but of
duty. It was, the court held, a constitutional check on the executive,
legislature, and even the National People’s Congress. In interpreting the
Basic Law, the courts were to adopt a purposive approach that reflected
the spirit of the principle of ‘one country, two systems’. And, in respect
of ‘the constitutional guarantees for [sic] the freedoms that lie at the
heart of Hong Kong’s separate system’:

The courts should give a generous interpretation to the provisions of

Chapter III [containing the fundamental rights and duties of residents]
. in order to give to Hong Kong residents the full measure of

fundamental rights and freedoms so constitutionally guaranteed.”
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And this approach yielded the court’s liberal construction of the right of
abode as formulated in Article 24 of the Basic Law (BL 24), and the
Government’s subsequent referral of the question to the Standing
Committee of the National People’s Congress under Article 158 with its
inevitable unfortunate result.

When the court was next seised of the matter, however, one discerns
little evidence of its earlier fidelity to individual rights. The majority
accepted the fact that the Standing Committee’s power to make an
Interpretation under BL158(1) was, in this case, unfettered.® Nevertheless,
in his dissenting judgment, Bokhary PJ valiantly attempts to import
into the evaluation of the Director’s decision to remove the applicants
from Hong Kong, ‘underlying principles’ of fairness that inhabit the
common law.’ It is these principles that provide the small, but essential,
shaft of light that one would have expected our highest court to deploy.
The surrender to constitutional reality might at least have followed a
more vigorous struggle.

The courts, it is trite to observe, man the ramparts of our liberty. Judges
have the power and the responsibility to safeguard individual rights. The
Basic Law promises the survival of the common law, albeit in a potentially
inhospitable setting. Yet judges must resist the constitutional vice that
threatens to squeeze these values from the system. This is a difficult, but
by no means an intractable challenge; the Court of Appeal in the flag case,
and several other judges, have demonstrated its viability. But it requires a
more comprehensive, coherent theory of judicial interpretation to safeguard
the scheme of rights that our new dispensation vouchsafes.'

Is it not because we believe that our legal system is infused with the
values of fairness, equality and justice that we seek to preserve it? The
virtues of the common law should not be exaggerated, but few will
dispute that its perpetuation is a sine qua non of our liberty. This is
largely because a legal system is essentially a kind of moral system — a
view, which will be familiar to readers of Ronald Dworkin, that rests on
the proposition that the concept of law is not exhausted by rules; it
contains also ‘non-rule standards’ such as principles and policies.!! When
faced with a hard case, a judge must draw on these moral and political
standards in order to reach a decision. He is engaged in a process of
‘constructive interpretation’’> by which he seeks to provide the best
possible interpretation of what the law is. This will include his own
conception of the ‘great network of political structures and decisions of
his community’.’®> He must enquire ‘whether it could form part of a
coherent theory justifying the network as a whole’.'*
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There is, especially in the eatly years of the HKSAR, a critical need
for the courts to formulate this kind of approach to our system of rights.
A decision should not turn on the judge’s own intuition or discretion,
for this would render our rights fragile things to be sacrificed by courts
on the altar of community interests or other conceptions of good. And
there are already disturbing signs of this approach emerging in Hong
Kong. If individual rights are to be accorded the protection they deserve,
they must be regarded as part of the law itself. A judge must think of
himself not as giving voice to his personal moral or political convictions
(or even those that he thinks the legislature or the majority of the
electorate would approve), but ‘as an author in the chain of common
law’."> This vision of what Dworkin calls ‘law as integrity’ that

accepts law and legal rights wholeheartedly . . . It supposes that law’s
constraints benefit society not just by providing predictability or procedural
fairness, or in some other instrumental way, but by securing a kind of
equality among citizens that makes their community more genuine and
improves its moral justification for exercising the political power it does.!®

It constitutes an amalgam of values that form the essentials of a liberal
society and the rule of law. Its significance for the maintenance of the
common law in Hong Kong is therefore plain. The judge must ‘construct
a scheme of abstract and concrete principles that provides a coherent
justification for all common law precedents and, so far as these are to be
justified on principle, constitutional and statutory provisions as well’."7
Where the legal materials allow for more than one consistent
reconstruction, he will decide on the theory of law and justice which
best coheres with the ‘institutional history’ of his community. Most
importantly, his interpretation should be ‘constructive’ — one that depicts
our system in the best possible light. He must choose the version of the
law that best justifies the legal material: the ‘soundest theory of the law’.
This judgment will inevitably be one that justifies and explains our
community, an essentially moral account of the law.

Although the institutional history of Hong Kong does not reveal a
record of democracy, and individual rights have only recently been
expressed in the emphatic form of written declarations, our courts have
long cleaved to the common law’s tradition of protecting rights.'® In
these uncertain times, however, judges need to construct a more resilient
fortress to protect individual rights. A moral reading of the law, including
the Basic Law, provides a cogent means by which to attain this goal.
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Significantly greater obstacles impeded judges under apartheid. In
1983 my inaugural lecture as Professor of Public Law at the University
of Natal, I argued that if a judge is ‘to square his conscience with his
calling’, he had no choice but to resign. The lecture generated what
Professor John Dugard, in his reply, calls ‘a great stir in legal circles’.
The so-called Wacks-Dugard debate, reproduced in Chapter 2, explores
the nature of the judicial function, and turns on the competing
conceptions of judicial morality and dissent in the face of monstrous
wrongs."?

Nothing I said was intended to disparage individual members of the
judiciary, some of whom manifested both courage and ingenuity in
seeking to uphold justice and to respect rights while the executive was
bent on their annihilation. Indeed, the proceedings of the Truth and
Reconciliation Commission, established after the death of the apartheid
order, revealed some of the strains to which this small minority was
subjected.?® At least one judge was driven to resignation, announcing in
1987 that his withdrawal was ‘an exclusively personal matter of
conscience’.?! Even in the post-apartheid dispensation this quandary has
not faded.” Nor is there any reason why it should. The act of judging
creates inescapable moral burdens, especially, of course, in those societies
whose law mocks the very justice judges are appointed to preserve and
defend.

The question of the moral accountability of judges, which I pursue
further in Chapter 3, frequently appears to slip through the cracks of
legal and political theory, partly, I suspect, because it touches the raw
nerve of judicial independence. Yet this need not be so. Moral obligation
transcends political responsibility.>> The separation of powers that is the
cornerstone of judicial autonomy is not, I think, threatened by a
recognition that judges, like other public officials, may be expected to
answer for the exercise of their terrible power. Whether this implies or
requires that they be called to account by truth commissions or similar
bodies is always likely to be controversial. My efforts in this chapter are
confined to what may be called the first-order question of moral, as
opposed to institutional, responsibility.

In Chapter 4 I attempt to explain, or at least to understand, how
Hong Kong’s colonial, capitalist system at midnight on 30 June 1997
transmogrified into a Special Administrative Region of the world’s largest
socialist state. Investigating the legal source of the Basic Law’s promise
of continuity, I draw on the theories of H L A Hart and, more
particularly, Hans Kelsen, whose idea of a Grundnorm has afforded a
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useful tool by which to account for revolutionary changes to the legal
order. The Sino-British Joint Declaration and the Basic Law purport to
supply the continuity, duration, and identity through time that have
proved so elusive in revolutionary situations. The unique features of this
transition, however, place these theories under major strain. In face, I
conclude that the very positivist enterprise of arriving at neutral or
formal justifications of authority is suspect, and I propose instead that
answers be sought in social and normative explanations of legitimacy.
By severing law from morals, Kelsen’s influential account of legal validity
impedes an understanding of social reality.

When I wrote this essay in 1993 the issue of continuity, though
important, was largely of academic interest. But it was not long before
the courts were asked to rule on it. In HKSAR v Ma Wai Kwan, David®
the Court of Appeal rejected the respondents’ argument that the Standing
Committee of the National People’s Congress lacked the authority to
establish a provisional legislature for Hong Kong. HKSAR judges, the
court held, had no jurisdiction to question acts of the NPC or its
subordinate organs. In the same way as the colonial courts allegedly
could not question acts of the sovereign, the courts of the HKSAR were
unable to query those of the Chinese authorities. The metamorphosis
from colony to SAR is accounted for, not by any theory of sovereignty
or its transfer, but largely by the terms of the Joint Declaration and the
Basic Law.?

In Chapter 5 I consider the question of moral duties to the most
abused members of our society. Virtue would be a hollow thing if
kindness were to extend only to our own species, for, as ] L Mackie puts
it:

A humane disposition is a vital part of the core of morality ... Such a
disposition, if it exists, naturally manifests itself in hostility to and disgust
at cruelty and in sympathy with pain and suffering wherever they occur.
If we are a people of the sort that we need to be, and . . . we want to be,
we cannot be callous and indifferent, let alone actively cruel, either towards
permanently defective human beings or towards non-human animals.”

There is little evidence that, though the practice of using live animals for
scientific research has generated greater attention and concern, the moral
status of animals has improved. From some jurisdictions, however, there
springs the occasional scintilla of hope. The recently enacted Animal
Welfare Act in New Zealand Act contains some major initiatives that
have, until now, not received statutory recognition, such as the use of
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codes of welfare and the philosophy of the ‘five freedoms’: proper and
sufficient food and water, adequate shelter, the opportunity to display
normal patterns of behaviour, physical handling in a manner that
minimizes the likelihood of unreasonable or unnecessary pain or distress,
and protection from, and rapid diagnosis of, any significant injury and
disease. The legislation contains also a significantly widened definition
of an ‘animal’ to include most creatures capable of feeling pain, whether
domesticated or wild. Provisions relating to the use of animals in research,
testing and teaching are more comprehensive and detailed than in the
previous legislation, along with greater accountability when undertaking
animal experiments.

In respect of the general issue of cruelty, the law in most countries,
even when protective of animals, is rarely enforced. And when it is,
penalties imposed are invariably trifling. As a species, we still seem to be
a long way from recognizing and preventing the cruelty and suffering we
inflict on those we eat, exploit and abuse.

In Chapter 6 my task is to demonstrate how the concept of human
rights is sufficiently hardy to resist some of the assaults that are launched
against it. I consider nine such attacks, including the utilitarian, socialist,
feminist, communitarian, and relativist challenges, and attempt to show
that, though bruised and battered, the idea of human rights still breathes.
The prevalence of ethical and cultural relativism, I argue, flies in the face
of internationally accepted minimal standards of behaviour. These norms
are an integral feature of international law and custom. A naturalist logic
should operate to undermine both the ‘statist’ logic and the associated
relativism that impair the effective protection of this so-called

International Bill of Rights.

The private domain

Part Two concentrates on the right of privacy, though paradoxically —
and, I suppose, controversially — I conclude, in Chapter 12, that there
is a need for a reappraisal of the rights argument in the complex debate
about privacy. This is not only a consequence of the inherent vagueness
of the concept of privacy itself, but also because the ‘right of privacy’ has
failed to provide adequate support to the private realm when it is intruded
upon by competing rights and interests, especially freedom of expression.
I do not deny the normative character of privacy. Far from it. I contend,
however, that, in our burgeoning information age, the vulnerability of
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privacy is intensified. Unless this central democratic value is translated
into simple language it becomes less susceptible to effective regulation.

Moral, cultural, and economic assumptions lie at the heart of any
conception of what is private. They are rarely uncontentious. The scope
of the private domain is plainly contingent on social and historical
circumstances.?® The construction of privacy norms rests also on our
political institutions and social environment. And privacy may serve a
variety of ends, not all of them virtuous.” But while an understanding
of these background needs and values enhances our perception of this
kaleidoscopic notion, its effective protection requires more precise
delineation. My approach may well be misguided, but among several of
my numerous critics there is a tendency to accuse me of having discounted
or disregarded the social aspects of privacy. To this charge of reductionism
I plead not guilty. But before certain judges, it is too late; I already stand
convicted.

At the heart of the concern to protect privacy lies a conception of
the individual and his or her relationship with society. Indeed, the idea
of private and public domains assumes a community in which not only
does such a division make sense, but the institutional and structural
arrangements that facilitate an organic representation of this kind are
present.*® This was not so for the Greeks who regarded a life spent in
the privacy of ‘one’s own’ (idion), outside the world of the common, as,
by definition, ‘idiotic’. Hannah Arendt captures this representation of a
private domain:

In ancient feeling the privative trait of privacy, indicated in the word
itself, was all-important; it meant literally a state or being deprived of
something, and even of the highest and most human of man’s capacities.
A man who lived only a private life, who like the slave was not permitted
to enter the public realm, or like the barbarian had chosen not to establish
such a realm, was not fully human.!

The Romans conceived of privacy as merely a temporary refuge
from the activities of the res publica. It is only in the late Roman period
that it is possible to detect the first recognition of privacy as a zone or
sphere of intimacy.?

Contemporary distinctions between public and private domains grew
out of a twin movement in modern political and legal thought. As I
suggest in Chapter 8, the emergence of the nation-state and theories of
sovereignty in the sixteenth and seventeenth centuries produced the idea
of a distinctly public realm. On the other hand, a delineation of a
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private sphere free from the encroachment of the state emerged as a
response to the claims of monarchs and, subsequently, parliaments, to
an unrestrained power to make law. Hence the development of the
modern state, the regulation of social and economic behaviour, the
perception of a private zone, and so on, are natural prerequisites to this
form of demarcation. And the division between a public and private
sphere is a central tenet of liberalism.

Morality is closely related to privacy (in its broadest sense) in several
respects. And my narrower conception of ‘informational’ privacy rests
firmly on the ethically permissible lines to be drawn between the public
and private domains of our individual and social lives.*® The right to
privacy, though it is a great deal more, is inescapably a moral issue:

Because private life is the sphere in which individuals relate as individuals,
and because maintaining relationships between individuals as individuals
is more demanding than maintaining relationships between individuals as
generic role players or officeholders, we grant greacer discretion in private
than in public domains. We feel less competent to judge right and wrong
in private domains, and we set higher thresholds before scrutiny and
intervention are deemed legitimate. Even when the threshold for scrutiny
and intervention is transgressed, because a personal relationship is at issue,
we still recognize the domain as private, despite letting outsiders intervene.
The privacy norms are engaged, and we have a proclivity to aim at restoring
the personal relationship on a more fitting basis through our intervention,
if that is possible.*

This essentially civic republican view of privacy is to be contrasted with
the rights-based liberal tradition that regards privacy as powerfully
associated with autonomy.?® The orthodox legal analysis has, not
surprisingly, tended to adopt the latter position, and it is its negative
consequences that I have found so troubling. The germ of my discontent
is evident in Chapter 7. In this essay, published in the Law Quarterly
Review in 1980, and developed in my monograph, The Protection of
Privacy published in the same year, I propose a less expansive alternative
that identifies, as the core privacy interest, the protection of ‘personal
information’.

The last twenty years have, of course, generated an enormous literature
on every conceivable dimension of ‘privacy’. In postulating an approach
that is founded upon the protection of ‘personal information’, I could
not have imagined that, with the spectacular spread of the computer and
the advent of the Internet, ‘informational privacy’ would come to



Introduction 11

dominate the debate about the limits of the private domain. The fragility
of personal data is not only the stuff of political and moral contention,
it has inevitably become a major preoccupation of privacy advocates,
legislators and, since the very future of e-commerce turns on the security
and integrity of online transactions, of the corporate world too.

The law trundles on, toiling to maintain the frenetic pace at which
the technology moves. Chapters 8 and 9 provide sketches of how
conventional common law and constitutional doctrine, especially in the
United States, have wrestled with the protean concept of privacy. 1
contend that this analysis fails to specify with clarity or consistency the
circumstances under which invasions of privacy are actionable. Judgments
in both England and the United States afford only limited guidance as
to the legitimate expectations of individuals concerning the protection
of intimate or sensitive information. The conceptual disorder that obtains
in this branch of the law is, in large part, a consequence of the failure to
identify, except in the most general terms, the type of information that
warrants protection. But I am repeating myself.

Chapter 10 identifies the interests that are frequently under threat
online: privacy and freedom of speech. The question of how these,
occasionally colliding, rights might be safeguarded has since become
commonplace. The law is an especially blunt instrument in cyberspace.
In this essay I query whether a combination of ‘fair information practice’
and privacy enhancing technology (PET) could provide a solution. This
approach is pressed even further in Chapter 12.

Conceiving there to be an inescapable conflict between privacy and
freedom of the press, I argue in Chapter 11, is perhaps to neglect the
fact that the two rights are, in important respects, mutually supportive.*
This claim requires me to examine both rights and to conclude that this
controversial and difficult subject is best addressed by carefully drafted
legislation, though in Chapter 12, as mentioned above, I try to
demonstrate that, in the absence of a statute (that is normally too hot
for most lawmakers to handle) the data protection paradigm provides a
workmanlike alternative.*®

I need to elaborate upon this central point.* The relationship between
data protection legislation and the right of privacy has long inhabited an
obscure corner of the privacy jungle. The two plainly overlap; indeed
the latter is normally invoked as the interest that animates the former.
But, even in our burgeoning information society, ‘privacy’ is not
necessarily violated by what we once called ‘data banks’.

To some extent, of course, data protection (fashioned to regulate
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some of the problems generated by the collection, use, storage and
transfer of personal data) can and does protect individuals’ ‘privacy’.
When this claim is made it normally means, I think, not that data
protection laws can or should resolve the wider questions that, especially
in the United States, are accommodated under the ever expanding
umbrella of ‘privacy’ (abortion, contraception, homosexuality, etc.), but
whether personal information obtained by intrusive conduct or
gratuitously disclosed by the media lie outside the scope of such legislation.

This is not a matter of mere speculative interest; the application of
data protection norms to matters that are considered by many to lie
beyond its orbit is now a reality. The collection and use of personal data
by the media is the most conspicuous example of this development,
though the European Directive on Data Protection explicitly exempts
the press from its purview.%

The extent to which ‘fair information practice’ might be applied to
the collection of data by the media has recently been considered by the
Hong Kong Court of Appeal. It follows the first judicial review of the
Privacy Commissioner for Personal Data*" under the Personal Data
(Privacy) Ordinance.*” The Commissioner survived the challenge. But
that decision was reversed by the Court of Appeal.®* The defendant, a
popular Chinese magazine, published a photograph of a young woman
to illustrate an article on fashion. Her image, taken with a long-range
lens as she stood at a busy intersection, was used as an example of poor
dress sense. She consented neither to the photograph nor to its subsequent
uncharitable publication. Her successful complaint to the Privacy
Commissioner was based on a breach of the first data protection principle
(DPP1) in Schedule 1 of the Personal Data (Privacy) Ordinance requiring,
inter alia, that personal data be collected by means that are “fair in the
circumstances of the case’.

The court rejected the magazine’s argument that, since it wanted to
capture the complainant’s picture in a ‘natural pose’, its non-consensual
long-range photograph was justified. And he gave short shrift to its
claim that, since the Commissioner had accepted that it would have
been impractical to obtain the complainant’s prior consent to a candid
photograph, such a picture could be taken without her knowledge. This,
the judge held, was an erroneous construction of the Commissioner’s
decision, for he had not found the taking of the photograph to have
been unfair solely on this ground: “What rendered the taking of the
photograph unfair was the fact that it was taken without the complainant’s
knowledge or consent “at a time when (a) the photographer did not have
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reasonable grounds for thinking that he would be able to obtain her consent
to its publication, and (b) the magazine did not have a policy of publishing
someone’s photograph (obtained without the person’s knowledge or consent)
in such a way that the person cannot be identified.”*

The Court of Appeal (by a majority) held that the facts fell outside
of the ambit of the legislation. Neither DPP1 nor any of the data
protection principles were ‘engaged’. The Privacy Commissioner had
therefore been wrong to rule against the magazine. The judgment rests
on four main grounds. First, that the act of photographing the plaintiff
did not constitute an act of data collection. This was because

[TThe essence of the required act of personal data collection [is] that the
data user must thereby be compiling information about an identified
person or about a person whom the data user intends or seeks to identify.
The data collected must be an item of personal information attaching to
the identified subject ... This is missing in the present case. What is
crucial here is the complainant’s anonymity and the irrelevance of her
identity so far as the photographer, the reporter and Eastweek were
concerned. Indeed, they remained completely indifferent to and ignorant
of her identity right up to and after publication of the offending issue of
the magazine. She would have remained anonymous to Eastweek if she
had not lodged a complaint and made her identity known. In my view, to
take her photograph in such circumstances did not constitute an act of
personal data collection relating to the complainant.”

Secondly, to apply DPP1 to the facts of the case would unduly
inhibit press freedom since a newspaper may wish to publish photographs
of unidentified persons to illustrate some social phenomenon such as
teenagers smoking.

Thirdly, other provisions of the ordinance (such as access rights and
the use limitation requirement in DPP3) point to the necessity for a
data subject whose identity is known or sought to be known by the data
user as an important item of information. In other words, the right of
access, for example, makes sense only if the data user holds the data
collected in relation to each identified data subject. This was of course
not the case here.

Fourthly, the ordinance protects only personal data; it is not intended
to create a general right of privacy against all forms of intrusion into the
private domain. The court stressed that it was not deciding that that
taking someone’s photograph could never be an act of personal data
collection. It depended on the circumstances:



14 Law, Morality, and the Private Domain

Thus, if someone’s photograph is taken with a view to its inclusion as
part of a dossier being compiled about him as an identified subject, the
act of photography would clearly be an act of personal data collection.
For example, the portfolio of photographs of particular actors, entertainers
or fashion models maintained by a theatrical impresario or fashion
modelling agency would clearly constitute personal data collected in relation
to the individuals in question. Similarly, law enforcement agencies are
likely to have databases including photographs of wanted persons whose
identities may or may not be known. If unknown, their identities would
be considered important and sought-after items of information. Such
photographs clearly would constitute part of the personal data collected
in relation to such wanted persons.*

Moreover, none of the three judges doubted either that a photograph
could constitute ‘personal data’ (an issue upon which the trial judge had
expressed uncertainty) or that the press or other media organizations fell
beyond the scope of the ordinance. ‘On the contrary, it is clear that they
are caught by its provisions if and to the extent that they engage in the
collection of personal data.”’

What was the complainant’s grievance? She was in a public place
when her photograph was taken without her knowledge or consent. It is
doubtful that the ‘privacy’ laws of any jurisdiction would regard her as
having, on these facts, a reasonable expectation of privacy. Even the
American common law tort of ‘intrusion’ would be of little help —
unless perhaps she exhibited by her conduct a desire to preserve her
privacy and that this is reasonable in the circumstances.*®

Ironically, therefore, DPP1 (which requires the collection of personal
data to be ‘fair’) may, in appropriate circumstances, provide greater
protection to ‘privacy’ than the American tort that exists for this very
purpose. But the matter is not so simple. First, as already mentioned,
the court rejected the view that this was collection of personal data at
all.#* Secondly, the relationship between what may be called (even in the
present context) ‘intrusion’ and ‘disclosure’ is problematic.

The second issue has long bedevilled the literature of ‘privacy’s its
analysis is, however, neglected in the data protection setting. In short,
there is normally little point in taking my photograph unless it is to be
used for some purpose. My objection to being photographed, whether
in a public or private place, usually resides in the frustration of my
legitimate expectation that my image should not be used without my
consent.”® There is therefore a symbiotic relationship between use and
disclosure or, to use the language of data protection, collection and use.
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The Court of Appeal proceeds on the (common) assumption that the
two are, in effect inseparable. But caution is required.

A similar presumption is to be found in common law ‘privacy’ cases
and literature where there is a tendency to conflate the intrusion practised
by the prying journalist or photographer with the publication of the
information thereby acquired. The two activities should, as far as possible,
be addressed separately.’!

Does this approach have any purchase in respect of the data protection
principles regulating collection and use of personal data? Each is, of
course, targeted at a rather different mischief than the privacy
considerations deployed in the cases mentioned in the note above. Thus
‘use’ for example, includes not merely ‘disclosure’ of information, but
any use of it. Moreover, and perhaps more significantly, it embodies the
principle that data collected for one purpose should be used for another
purpose only with the prescribed consent of the data subject. I have
argued that this is a core ‘privacy’ right, but this view may not be widely
shared. In any event, the reference in DPP3 to ‘the purpose for which
the data were to be used at the time of the collection of the data’
demonstrates a similar interconnectedness between this principle and
DPP1. Nevertheless, the argument in support of treating the wrongfulness
of each form of conduct discretely remains. This means that the act of
data collection should be evaluated independently of the use to which
the data are put. In addition, though the complainant’s objection was to
the use rather than the collection of the data,’? where a data protection
regime is applied to the media, it may be necessary to treat the notion of
collection in a less restrictive manner.>

It is hard to dispute the reasoning of Ribeiro JA that led him to
conclude that if no complaint had been made to the Commissioner and,
a year later, Eastweek had been requested to provide any information
that it had relating to the complainant, the magazine would have
responded that it had no records relating to such an individual, even if
the offending photograph and article remained available in its electronic
and print archives. The information ‘would not have been collected in
or intended to be retrievable from such archives as personal data relating
to the complainant’.>

But there may well be circumstances in which a data subject may
seek access to data that identify him only by his image. Suppose, for
example, that my activities in public are, as increasingly is the case,
monitored by means of a closed circuit television camera. I fear that the
video recording may have captured me in an embarrassing situation and
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I wish to obtain a copy of this piece of personal data. Leaving aside the
nice question of how access might operate in practice, the mere fact that
I am identified on the tape is not conclusive of the question whether the
law does protect that right though presumably it could be argued that
the collector of these data may intend to establish the identity of those
surreptitiously recorded.

Similarly, if I know that my photograph has been taken, even if my
name is not revealed in the accompanying article (as occurred in this
case) the offending newspaper, though it has no interest in my identity,
ought to be able to retrieve the picture when I inform them when and
where it was shot. Anonymity of the data subject need not be the death
knell of fair collection. Those who manage web sites increasingly collect
the e-mail addresses of those who visit their sites. The identity of visitors
is of almost no relevance to the data user.

I believe that the data protection principles provide a sound basis for
the protection of individual privacy. Placing control of personal
information at the heart of our deliberations about privacy achieves
what the orthodox analysis has conspicuously failed to do: it postulates a
presumptive entitlement accorded to all individuals that their personal
data may be collected only lawfully or fairly and that once obtained,
may not be used, in the absence of the individual’s consent, for a purpose
other than that for which it was originally given. This approach is not of
course a panacea. The challenge of striking a balance between privacy
and competing interests remains, but we need to rethink the conceptual
foundations of privacy if we are to check its inexorable demise.

Some of the material mentioned in Chapter 12 was almost out of
date as the words were being processed. The speed at which our digital
world changes has led me to delete the notes I added in a (futile)
attempt to refer readers to the unfolding events. But ‘latest developments’
in this field are a ceaseless occurrence. Anything I say now will be
overtaken by incidents tomorrow. The best I can do is to recommend
regular monitoring of some of the Web sites mentioned in the note
attached to this sentence.”

While we cannot avoid encountering moral questions daily, the
existence, or even the recognition, of ethical values by which to live, is
far from uncontroversial. Being or doing good is not always synonymous
with obeying the law. But there can be little doubt that the law, its
concepts and its institutions, are frequently animated by moral norms. It
would be odd if it were otherwise. Some of them are touched on the
pages that follow.
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answer to the defendant’s claim that the First Amendment’s shield extended
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